Privacy Policy

SWIM REWARDS PTY LTD (SWiM REWARDS) is committed to providing quality services to
you and this policy outlines our ongoing obligations to you in respect of how we manage your

Personal Information.

We have adopted the Australian Privacy Principles (APPs) contained in the Privacy Act 1988
(Cth) (the Privacy Act). The NPPs govern the way in which we collect, use, disclose, store,

secure and dispose of your Personal Information.

A copy of the Australian Privacy Principles may be obtained from the website of The Office of

the Australian Information Commissioner at www.aoic.gov.au

What is Personal Information and why do we collect it?

Personal Information is information or an opinion that identifies an individual. Examples of
Personal Information we collect include: names, addresses, email addresses, phone and

facsimile numbers.

This Personal Information is obtained in many ways including interviews, correspondence, by
telephone and facsimile, by email, via our website www.swimpay.com.au, from your website,
from media and publications, from other publicly available sources, and from third parties. We

don’t guarantee website links or policy of authorised third parties.

We collect your Personal Information for the primary purpose of providing our services to you,
providing information to our clients and marketing. We may also use your Personal Information
for secondary purposes closely related to the primary purpose, in circumstances where you
would reasonably expect such use or disclosure. You may unsubscribe from our

mailing/marketing lists at any time by contacting us in writing.

When we collect Personal Information, we will, where appropriate and where possible, explain

to you why we are collecting the information and how we plan to use it.

Sensitive Information

Sensitive information is defined in the Privacy Act to include information or opinion about such
things as an individual's racial or ethnic origin, political opinions, membership of a political
association, religious or philosophical beliefs, membership of a trade union or other

professional body, criminal record or health information.

Sensitive information will be used by us only:
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. For the primary purpose for which it was obtained
. For a secondary purpose that is directly related to the primary purpose

. With your consent; or where required or authorised by law.

Third Parties

Where reasonable and practicable to do so, we will collect your Personal Information only from
you. However, in some circumstances we may be provided with information by third parties. In
such a case we will take reasonable steps to ensure that you are made aware of the

information provided to us by the third party.

Disclosure of Personal Information

Your Personal Information may be disclosed in a number of circumstances including the

following:
. Third parties where you consent to the use or disclosure; and
. Where required or authorised by law.

Security of Personal Information

Your Personal Information is stored in a manner that reasonably protects it from misuse and

loss and from unauthorized access, modification or disclosure.

When your Personal Information is no longer needed for the purpose for which it was obtained,
we will take reasonable steps to destroy or permanently de-identify your Personal Information.
However, most of the Personal Information is or will be stored in client files which will be kept

by us for a minimum of 7 years.

Access to your Personal Information

You may access the Personal Information we hold about you and to update and/or correct it,
subject to certain exceptions. If you wish to access your Personal Information, please contact

us in writing.

SWiM REWARDS PTY LTD will not charge any fee for your access request, but may charge

an administrative fee for providing a copy of your Personal Information.

In order to protect your Personal Information, we may require identification from you before

releasing the requested information.
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Maintaining the Quality of your Personal Information

It is an important to us that your Personal Information is up to date. We will take reasonable
steps to make sure that your Personal Information is accurate, complete and up-to-date. If you
find that the information we have is not up to date or is inaccurate, please advise us as soon as
practicable so we can update our records and ensure we can continue to provide quality

services to you.

Specific Information for EU users — GDPR requirements

This part of our Privacy Policy especially sets out the additional information required by the
GDPR for our EU users on how we collect and process your personal information when you visit
our website or use our products and services specified above.

Storage Location

We store your personal information on our servers which are located in the UK. UK provides an
adequate level of data protection as required by Art 45 (1) GDPR.

Controller
The controller according to Art. 4 (7) GDPR is:

SWiM REWARDS PTY LTD
Unit 22/604 City Road
South Melbourne

Victoria Australia 3205

You can contact us as follows:
Email: contact@swimrewards.com.au

Privacy Officer (Data Protection Officer)

SWiM REWARDS has designated a Privacy Officer (Data Protection Officer) who you may
contact via email at the above email address.

Purposes and legal basis for the processing of your personal information
According to Art. 13 (1) (c) and Art. 14 (1) (c) GDPR, we have to inform you about the purposes

of the processing for which your personal information is being collected and used as well as the
legal basis for such processing.
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We will process your personal information only with your knowledge and consent (Art. 6 (1) (a)
GDPR), except where permitted or required by the law or defined in this Privacy Policy. Where
we process your personal information on the legal basis of your consent, you have the right to
withdraw your consent at any time. Such withdrawal of your consent will not affect the
lawfulness of our processing of your personal information before such withdrawal.

Moreover, we process your personal information to:

e Provide you with the products or services you have requested (Legal basis: Art. 6 (1) (b)
GDPR);

e Process your payment, including recurring payments as you request (Legal basis: Art. 6
(1) (b) GDPR);

e« Communicate with you about the products or services you have requested (Legal basis:
Art. 6 (1) (b) GDPR);

e Ensure that you are properly registered to use our products and services and to receive
any associated technical support (Legal basis: Art. 6 (1) (b) GDPR); and

e Inform you of any important product revisions or updates (Legal basis: Art. 6 (1) (b)
GDPR).

Where we process your personal information on the basis of Art. 6 (1) (b) GDPR, you are
contractually required to provide us with your data and we are not able to provide our services
without such data. If we process your personal information on the basis of our legitimate
interests (Art. 6 (1) (f) GDPR) and in case you want to learn more about our balancing of
interests, please contact our Privacy Office at contact@swimpay.com.au

Visiting our Website

When visiting our website, we collect and store the IP address assigned to your computer in
order to provide you with the contents of our website requested by you (e.g., texts, images
and product information). The legal basis insofar is Art. 6 (1) (b) GDPR. We furthermore collect
that information for the detection and defense of misuse which is justified by our legitimate
interest according Art. 6 (1) (f) GDPR and is being conducted in order to ensure the proper
functioning of our website. Furthermore, we collect and process information about the
browser type you use as well as date and time of access and use of our website based on Art. 6
(1) (f) GDPR to optimize our website and our services which also is our legitimate interest in
the meaning of Art. 6 (1) (f) GDPR. This information is stored in log files and is not linked to
personal information gathered elsewhere on the website. You are contractually required to
provide us with such information and we are not able to provide our services to you without
such data.

Using our Services

When you create an account, SWiM REWARD’s account creation process requires that you
provide personal information and other contact information. Such personal information may
include your e-mail address, first name, last name, and personal and/or business billing
information. Access to your personal information is restricted to us. Your e-mail address and
display name may also be visible to the people you share with, or accept a share invitation

Page 4



from. Your personal information will be processed by us for verification purposes and to
provide our services to you on the legal basis of Art. 6 (1) (b) GDPR. You are contractually
required to provide us with such information and we are not able to provide our services to
you without such data.

When you use our SWiM REWARDS services your personal information and other information
you provide is encrypted in transit using SSL/TLS encryption. SWiM REWARDS desktop, mobile
and web applications (“SWiM REWARDS Apps”) apply an additional layer of client-side
encryption automatically, during transit and at rest, which we define as end-to-end encryption.

SWiM REWARDS never collects or stores your file, file meta data, encryption keys or passwords
(your “Encrypted Data”) in an unencrypted format, unless you request us to do so. The
Encrypted Data you upload to SWiM REWARDS is always end-to-end encrypted, and stored in
such a way that we cannot access it in a readable format, or share it with third-parties. SWiM
REWARDS applications and features allow you, and only you (or in the case of the Business Pro
plan, you and the administrator) to control who can decrypt your Encrypted Data, for example
when sharing with other people, when enabling in-app sharing with other apps, when enabling
account or password recovery, or in the case of a Business Pro plan administrator, when
provisioning an account.

We make every effort to ensure that we cannot access or decrypt your Encrypted Data,
regardless of which features you may have enabled or use.

During the use of our service, you may also submit non-Encrypted Data, including your email
address. We make every attempt to ensure that the transmission and storage of non-
Encrypted Data is secure, and that access to this data is highly restricted. If you have any
guestions about the security of your Encrypted Data or non-Encrypted Data you can contact us
at contact@swimpay.com.au

Further purposes/marketing communications
SWiM REWARDS may also use your personal information for purposes such as:

e Letting you know about new or upgraded SWiM PAY products and services; and
e Inviting you to participate in customer surveys or other opinion-gathering devices.

We will ask you for your prior consent before contacting you accordingly and the legal basis for
such processing of your personal information is your consent (Art. 6 (1) (a) GDPR). Where you
are able to subscribe to periodic information updates (e.g., our newsletters), we are using the
double-opt-in method (confirmation of your email address by confirmation email before the
first marketing communication is sent) in order to verify consent. You may withdraw your
consent at any time with future effect which will not affect the processing of your personal
information being undertaken until the withdrawal by

e using the unsubscribe link in the email we have sent you, or

¢ changing your media preferences in your control panel, or
e contacting us at contact@swimpay.com.au
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Transfer of personal information

We use service providers or other third parties to help us provide our products or services to
you. Such service providers may have access to your personal information. Regardless of where
these service providers or other third parties are located, we require that they also comply
with the GDPR and the applicable data protection laws. We use the following categories of
service providers or other third parties:

We may share your personal information with service providers for sales and technical support
(ZenDesk Inc., U.S.) and for transactional email communications (SendGrid, U.S.), These third
parties are prohibited from using your personal information for any purposes other than as
stipulated in this Privacy Policy.

Additional use of personal information

Should your personal information be processed for other purposes than those outlined in this
Privacy Policy or other purposes than the ones your personal information has been originally
been collected for, we will provide you with information on that other purpose and any other
relevant information as referred to in this Privacy Policy.

Cookies

Our website uses cookies. Cookies are small text files that are placed on your computer by the
websites that you visit. These text files are used to help identify when you return to a website.
Cookies can be “persistent” or “session” cookies. Persistent cookies remain on your computer,
when you have gone offline, while session cookies are deleted, as soon as you close your web
browser. You are free to decline these cookies by configuring the appropriate web browser
settings; however, doing so may negatively impact your experience using our website.

We use cookies which are strictly necessary to provide you with the services requested by you.
The legal basis for such use of cookies is Art. 6 (1) (b) GDPR. Moreover, we are using marketing
and advertising cookies and the legal basis for this is Art. 6 (1) (f) GDPR. Our legitimate interest
in processing your personal information in this context is to optimize the services of our
website, to customize the user experience and to offer you advertising tailored to your
interests.

We also use cookies to collect information on your usage of our website for monitoring and
debugging purposes to help us improve our product and services. Information collected
includes IP address, anonymized errors logs, and the type of web browser and platform you
use. We never collect encryption keys, passwords or unencrypted file data, unless you request
us to do so. The legal basis for this is our legitimate interests (Art. 6 (1) (f) GDPR) in keeping our
website error-free and to optimize our website.

The use of cookies by third-party service providers are not covered by this Privacy Policy.

Page 6



Data retention

We delete or anonymize your personal information as soon as it is no longer required for the
purposes we have collected your personal information as outlined in this Privacy Policy, unless
further processing or storage of your personal information is necessary in order to comply with
a respective legal obligation.

We will retain your Encrypted Data for as long as your account is active. You can cancel your
account at any time, which will permanently delete your Encrypted Data. In addition, when
sharing, you control the deletion of data shared with other users.

Moreover, we will retain your personal information as necessary to comply with our legal
obligations, resolve disputes, and enforce our agreements.

If you want to learn more about our data retention concept, please contact our Privacy Office
at contact@swimrewards.com.au

Information about your rights
You have the following rights:

e Right of access (Art. 15 GDPR): You have the right to request confirmation as to
whether or not your personal information is being processed, and, where that is the
case, to request access to the personal information and information such as the
purposes of the processing or the categories of personal information concerned.

¢ Right to rectification (Art. 16 GDPR): You have the right to request the correction of
inaccurate personal information.

e Right to erasure (Art. 17 GDPR): You have the right to request erasure of personal
information without undue delay under certain circumstances, e.g., if your personal
information is no longer necessary for the purposes for which it was collected or if you
withdraw consent on which processing is based according to Art. 6 (1) (a) GDPR and
where there is no other legal ground for processing.

e Right to restriction of processing (Art. 18 GDPR): You have the right to request us to
restrict the processing of your personal information under certain circumstances, e.g., if
you think that the personal information we process about you is incorrect or unlawful.

e Right to object (Art. 21 GDPR): You have the right to object to the processing of your
personal information under certain circumstances, in particular if we process your
personal information on the legal basis of legitimate interest (Art. 6 (1) (f) GDPR) or if
we use your personal information for marketing purposes.

e Right to data portability (Art. 20 GDPR): Under certain circumstances, you have the
right to receive your personal information you have provided us with, in a structured,
commonly used and machine-readable format and you have the right to transmit that
information to another controller without hindrance or ask us to do so.

¢ You can assert your abovementioned rights by contacting our Privacy Office at
contact@swimrewards.com.au
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Automated individual decision-making
We don’t use your personal information for automated decision-making, including profiling.
Right to lodge a complaint before the data protection authority

You have the right to lodge a complaint with a supervisory authority, in particular in the EU
Member State of your habitual residence, place of work or place of the alleged infringement if
you consider that our processing of your information relating to you infringes the GDPR. Please
contact our Privacy Office at contact@swimrewards.com.au and we will provide you with
detailed information as regards the contact details of the respective supervisory authority.

Policy Updates

This Policy may change from time to time and is available on our website. This file was last modified
on May 14, 2022.

Privacy Policy Complaints and Enquiries

If you have any queries or complaints about our Privacy Policy, please contact us at:

SWiM REWARDS PTY LTD
Unit 22/604 City Road
South Melbourne
Victoria 3205

Australia

Phone: +61 1300 717 119

Email: contact@swimrewards.com.au
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